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1. Introduction 1.unun

This manual explains how to use the Firewall Rule Optimizer to analyze and improve firewall policies for Palo
Alto, Fortinet, Cisco, and Check Point. The tool runs entirely in your web browser; no data is sent to any server.

AUaUaSU835(8 Firewall Rule Optimizer wa3iAs1zKua:usudsoulouialwsroaddiksu Palo Alto, Fortinet, Cisco

ua: Check Point ingaviatdrvumeluusidwasivrkua Tidmsavdayalugoidswinas
2. Getting Started 2. Suduldvu
1. Open https://firewall-optimizer.vercel.app in a modern browser (Chrome, Edge, Firefox, or Safari).
Wa https://firewall-optimizer.vercel.app uwsi3wassulkd (Chrome, Edge, Firefox k3o Safari)
2. The screen has two panels: Configuration Input on the left and Results on the right. Findings and the parsed
rule table appear below after analysis.
kUpolddovadu: dovuidnAauWn (619) uazwaaws (ud1) d@usignstdayritazasivnna=usinnauavkaomsItAS1K
3. Use the theme button (top-right) to switch between dark and light modes.
6UusU (YUuNUU) Waadus:Kkwlkuabiauazasw
3. Analyzing a Configuration 3. m1s3ias1:Kpauiln
1. Select the vendor with the format toggle (Auto, Palo Alto, Fortinet, Cisco, Check Point). "Auto" detects the
format automatically.
@onwaamaduidansuuuu (Auto, Palo Alto, Fortinet, Cisco, Check Point) Tkua "Auto" a:as>adusduuulkaalula
2. Paste your configuration into the input box, or click Upload (or drag a file in). Click "Load sample" to try a built-
in example.
>wAdUWAaviubavidn Kanan Upload (kSaainlwduidiv) Aan "Load sample" Wanaaov@iedagvlus:uu
3. (Optional) Expand "Add hit-count data" and paste rule hit counts to enable unused-rule detection and traffic-
based ordering.
(lWuvAL) venedu "Add hit-count data” udrvdayasusunsvinnanld WaldamsasinnAligaliuaznssadrdumu
nstWwa
4. Click the Analyze button (or press Ctrl/Cmd+Enter).
nanyu Analyze (k3ona Ctrl/Cmd+Enter)
5. Review the Security Score, the Findings tabs, and the parsed rule table.
asyvaauA:iluuANUUanany uiusiomsdaykl tazmswanfould
4. Understanding the Results 4. mistinoiuwaaws

The Security Score (0-100) and grade summarize overall policy hygiene. Findings are grouped into tabs:



AzuuAIUUaaane (0-100) uaztnsa asuguauusvavulonelogsou stemslaymgauuviuuiuavd:

Finding tab AJIUKUIY

Exposure — nnr‘iaqumninnﬁuwua:ng any-any

Exposure — overly-permissive and any-any allow rules

Compliance — pass/fail against CIS and PCI-DSS
controls

Unused — rules with zero hits (needs hit-count data)
Shadowed — rules hidden by an earlier broader rule
Redundant — exact duplicate rules

Mergeable — rules that can be combined into one
Ordering — rules that could be reordered for speed

Good — healthy practices detected

Compliance — wWu/lirWu mwwasgu CIS ua: PCI-
DSS

Unused — naRlgald (GoviGdoya hit-count)
Shadowed — apAgauaublaganAsuKkilAn31vAIN
Redundant — agAgiAunaUs:ms

Mergeable — anAsoulunnidedla

Ordering — nnfiAlsYad1aulkuIwanUISD

Each finding shows a severity (high / medium / low), an explanation, and a suggested fix. Severity colors: red =

high, amber = medium, cyan = low/info, green = good.

1La:$19ASUEAVSEAUADIUSULSY (D / AL / cn) MdSUIE uazuudnwuAly ds:auAINSULSY: LAY = Jv, IKdDY =

naw, W1 = d/daya, Wed = ad

5. Hit-Count Data (Optional) 5. daya Hit-Count (liuvAU)

Provide rule usage counts to find rules that never match traffic and to order rules by real usage. Paste one rule

per line as "name, count" or "name count".

tas1uounsonnnanld iaAukInnRluinsasLAUNSIWEA tazdad1dunnmIUMSIEvIUDEL vUssAaazkivanlusULuy

"Fo, $udu" Ko "Ho $udu”

Vendor Command to obtain hit counts

Palo Alto show rulebase security rules hit-count

Fortinet diagnose firewall iprope show <policyid>/ policy hit count in GUI
Cisco ASA show access-list <name> (per-line hitcnt)

Check Point Rulebase hit-count column in SmartConsole

6. Generating an Optimized Config 6. msaswasuWaRusSuUsOUAD

1. After analysis, open the "Optimized configuration" panel.

kavsitAsK IRWauww "Optimized configuration”

2. The tool removes redundant and dead (shadowed) rules and, where the vendor supports it, applies safe

merges.

tASoviiov:aunndidoutiazngNMeLdd (§AUAUY) La:sdunnnUanaAuLldNANSIVSU

3. Use Copy or Download to take the result. For Cisco, merges are listed but not auto-applied because they

require object-groups.

16 Copy K$o Download WathwaawsTuls d&1ksu Cisco mssounna:uaavBudlurmiksalula wisvandavld object-group



4. Always review the generated config in a test/change window before applying to production.
AIsasIPMuUAaUiARadwIulugIvnaaau/kidwiwasuulavnnnsvAsulEvIudIL

7. Exporting a Report 7. misdavaoansigviu

Click "Export report" in the Findings panel to download a text report containing the score, counts, and every
finding with its suggested fix — suitable for audit records.

Aan "Export report” tuuwvsiomsiayr twaodulkaasisviudannuidazuuu Suduco q uaznastemsiyrmiwiaw
wudnMouAly tkuzdriksutAavildukdangiunsasinasau

8. Frequently Asked Questions 8. Aauiiwuuos

Is my firewall configuration uploaded anywhere? / nauWnuauﬁuqn:—SUIhanﬁ'IqKﬁalu'?
No. All parsing and analysis happen in your browser. Nothing is sent to a server.
W msaunassinsiKnvkuatiaduluusidisasuavaa Iinsaolugoisswnas

Can I trust the optimized config blindly? / i§ofonauilaiusuusvudlanuiiksalu?
Treat it as a reviewed suggestion. Validate in a change window; the analysis is heuristic.
AastialWudatauauu=ndavasidamu nadauluktindvwaguudavaau WoavmAumsItAS1AIGOUSUIuAISEd

Are the CIS/PCI labels an official audit? / Uhg CIS/PCI datlunisasious:iduagividunivaisksalu?
No. They point you to the relevant control to guide a review; a formal assessment still needs a qualified

assessor.
W Wuwevamstlugouasmuningldoviwagdgnsasddanu msus:iiuagvdunivmsgvdav{dgus:iiuninauauua

Nothing parsed — what now? / 31unauWalijla Adsritagvls?

Check the format toggle matches your vendor, or set it manually instead of Auto.
as>aaunyuidansuiuuasvAunan Ksatdandlreautovinulkua Auto

Disclaimer: The analysis is heuristic and provided as guidance. Always review suggestions and test
changes before applying them to production systems.

dosAanUSURQ: Mms3tasiKiluBouszunaumsaitwatdutudmoiiidu AsasIdnudislausiiuzuaznagoaus
WasuwavAsuthlUIGAUS:UUDSLIAUD
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